
F or some, discovering 0day exploits has become a game. For example, a researcher from Israel has 
hidden a zero day Internet Explorer exploit on his web page in the form of a treasure hunt [1].  In 

other news, a hacker server was discovered with 1.4 billion bytes of sensitive data tied to 5,878 Inter-
net locations [2]. It is thought that the hacker was not very sophisticated as no encryption was used to 
protect the cached information. The continued criminal attacks against web servers have become so 
prevalent, it is difficult to know which sites can be trusted [3]. 

Hackers continue targeting the newest operating systems. In the case of Microsoft, one report indi-
cates the PC operating system Vista allowed more hackers though than did the older version, Win-
dows 2000 [4].  One way vendors try to maintain software integrity is to issue patches. Microsoft, for 
example, will be patching 4 security problems during May [5]. When properly configured, the central 
patch distribution can be a good approach. However, if a customer of any software product can be 
tricked into installing a patch generated by a bad actor, rogue software can be installed. Moreover, 
there are warnings of patch update exploits [6]. Case in point, there is a report that the HP Software 
Update Tool has flaws that could allow remote code execution [7]. Patch problems are not limited to 
personal computers but include mobile devices. In one instance, an Apple iPhone Trojan horse ex-
ploit was purported to be an important firmware update [8]. In the old Orange Book [9] days, secure 
distribution of software was only required at the highest level (A1 level of assurance). Today a product 
without trusted distribution would not last long. Fortunately, digitally signed software and patches 
can provide the assurance that the product is legitimate and from the correct source. Unfortunately, 
cryptographically strong patch protection is not universally used.  

At the Microsoft BlueHat hacker sessions, holes in anti-virus software were easily discovered [10]. 
Given these products are a key safeguard in protecting systems we could be in for more unpleasant 
surprises in the near future. Once vulnerabilities are discovered and patches are distributed; however 
un-patched products are still at risk. Some vendors believe that providing few vulnerability details 
restricts malware writers from exploiting their product. Perhaps this is why the Adobe security patch 
issued in February contained little information on the actual vulnerabilities [11]. As long as software 
is exposed to the Internet, patching security vulnerabilities will remain a critical IT security task. Ven-
dors are improving the time it takes to issue patches with the time between vulnerability discoveries 
and patch distribution decreasing [12].   

There are programs called rootkits designed to take full control of the 
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S ome hackers are trying 
to inflict physical pain 

on their victims. Recently, 
hackers compromised an 
epilepsy forum and posted 
flashing images designed to 
trigger near-seizure reac-
tions [1]. Hackers willing to 
cause physical pain might 
be tempted to attack critical 

infrastructure controlled 
computers with more dire 
consequences. 

However, the main motiva-
tion for malicious attacks 
continues to be profit. Con-
sider as the US annual tax 
deadline approached, tax 
related phishing attacks 
emerged [2]. Some malware 

is used to support un-
wanted advertisements.  For 
example, over 500,000 
instances of a Trojan horse 
Downloader-UA.h have been 
detected in multi-media 
files (MP3 and MPEG) [3]. 

In other news, the Srizbi 
botnet is estimated to be 

(Continued on page 2) 
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generating 50% of all SPAM 
operating from approximately 
300,000 zombie computers 
[4]. 

As we consider various at-
tacks, it is worth examining 
new controls.  In one case, the 
owner of a stolen Mac used a 
remote control program to 
take a picture of a suspect [5]. 
There is no reason such con-
trols couldn’t be applied to 
other computers, perhaps 
limiting the incentive for 

criminals considering stealing 
computers. It also highlights 
the risk of having a built in 
camera should the computer 
be compromised. Bad actors 
could have a remote audio 
visual monitoring capability 
culminating in loss of privacy. 
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computer. Root has its origins 
in the UNIX world and repre-
sented the highest privileged 
user. Recently, a proof-of-
concept rootkit was designed 
to run in the protected por-
tion of a processor’s memory 
space, outside of the operating 
system, completely undetect-
able by security software [13]. 
This is a compelling reason 
for considering hardware 
based solutions that operate 
independent of the operating 
system memory space.  A 
properly configured BitLocker 
or smart card implementation 
may eventually be a necessity 
for Internet applications. 
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Secrecy, once accepted, becomes an 

addiction.—Edward Teller  
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nesses [6]. Perhaps this is one 
reason that India plans to 
expand its cybersecurity capa-
bility [7]. 

Closer to home, the FBI broke 
up a counterfeit distribution 
network that sold fake Cisco 
equipment (made in China) 
to government agencies [8]. If 
Government customers are 
purchasing counterfeit hard-
ware, how difficult would it be 
for including malicious back 
doors? Failure to contain these 
problems could be catastro-
phic in any future military 
engagement. Perhaps this is 
one reason that DARPA is 
funding research into ways to 
identify hardware back doors 
[9]. 
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M icrosoft broke ground 
on a new R&D campus 

in Beijing that will employ 
1,500 researchers (growing to 
3,000) [1]. China has also 
established a company to 
manufacture their own jumbo 
jets [2]. This at a time when 
currency continues to flow 
into China. The March trade 
deficit with China fell 12.4 
percent to $16.1 billion, the 
smallest level in two years [3]. 
In contrast with the US Fed-
eral Reserve lowering interest 
rates, China is opting to main-
tain a tight money policy [4]. 

In addition to an economic 
giant, China continues to 
modernize and expand its 
military capabilities. For years, 
there were rumors of a nu-
clear submarine base and now 
there is photographic evidence 
of the base at Hainan Island 
[5].  

China continues making news 
in other parts of the world. 
There are reports that China 
has mounted cyber attacks 
against India, looking for net-
work and computer weak-

I hear and I forget. I see 

and I remember. I do and 

I understand. —Confucius 

China 

In related news, the Senate 
Committee on Homeland 
Security and Governmental 
Affairs  is calling for ideologi-
cal communications to 
counter the messages originat-
ing from terrorist [4]. On the 
House side, Rep. James Lange-
vin (D-R.I.), introduced 
Homeland Security Network 
Defense and Accountability 
Act of 2008 which would 
require DHS to determine 
contractor cybersecurity capa-
bilities before signing a con-
tract [5]. The bill, if enacted, 
would also place qualifications 
on the DHS CIO. 
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T he Department of Home-
land Security (DHS) Na-

tional Cyber security Division 
drew criticism from senators 
for  not providing enough 
information to the public [1]. 
DHS will withhold informa-
tion as seen in the response to 
the 2002 snmp ASN.1 vulner-
ability [2]. At the same time, 
the Transportation Worker 
Identity Credential (TWIC) 
compliance goal has slipped 
from September 25, 2008 to 
April 15, 2009 [3]. The TWIC 
and other smart card initia-
tives are critical for establish-
ing strong identification and 
authentication. 
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The March trade deficit fell 
5.6 percent to a mere  $58.2 
billion [6]. Given the high cost 
of oil imports, this implies 
that imports of other goods 
and services fell by a higher 
percentage.  
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T he ANB Financial Na-
tional Association banks 

with approximately $2.1 bil-
lion in assets was closed by 
Federal regulators [1]. How-
ever, the good news is that 
former Fed Chairman, Alan 
Greenspan predicts the worse 
of the credit crisis is over [2]. 
In the interim, Fannie Mae [3] 
and UBS [4] are reporting 
multibillion dollar quarterly 
losses. Furthermore, Citigroup 
plans to cut their assets from 
$2.2 trillion down to $1.7 
trillion [5].  

nie Mae loses $2.2B in 1Q, 
warns of severe weakness, 
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Success is to be measured 

not so much by the 

position that one has 

reached in life as by the 

obstacles which he has 

overcome.—Booker T. 

Washington 

see Bank customers are asked 
to enter their private bank 
information [2]. Attacks such 
as these are many times suc-
cessful because the content 
seems reasonable. In contrast 
the, you won a million dollar 
prize, message is more suspect. 
One could reasonably expect a 
$90 bank bonus. 

The quality of phishing at-
tacks is such that consumers 
may find it difficult to discern 
legitimate from bogus email. 

P hony email or phishing 
attacks are targeted 

against most Internet users. A 
number of executives are be-
ing targeted with fake subpoe-
nas and many have fallen for 
the scam [1].  

Perhaps the widest concern 
are those attacks against cus-
tomers of financial institu-
tions. These attacks are target-
ing not only the large banks 
but smaller ones. For example, 
for a $90 bonus, First Tennes-

In short, if an email is not 
properly digitally signed by a 
source you trust, then caution 
should be used. 

1. Chapman, Glenn, AFP, 
Hackers harpoon US 
executives with phony 
email subpoenas, May 5, 
2008.  

2. WVLT, First Tennessee 
Bank trying to cast off phish-
ing scammers, April 9, 
2008. 

Phony email 

A  former contractor for 
the US Navy admitted 

selling military personnel 
identify information to an 
undercover FBI agent [1]. 
Before wide-scale bot-net at-
tacks, insiders were considered 
the greatest risk. 

In the past, financial institu-
tions have absorbed customer 
losses due to Internet fraud. 
In the United Kingdom (UK), 
the financial institutions are 

taking a harder line and may 
not reimburse customers for 
losses [2]. The UK has had its 
share of identity theft prob-
lems. For example, last No-
vember, civil servants lost 
sensitive information on 25 
million people [3]. 
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