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In a Business Week article, there is a suggestion that a successful cyber
-attack at the Goddard Space Flight Center culminated with the
Rontgen Satellite (ROSAT) satellite pointing at the sun; thereby render-
ing the spacecraft useless [1]. The satellite sun pointing event took place
on September 20, 1998 at 0:47 UT and the HRI UV filter was de-
stroyed [2]. “Shortly before a revised version of the AMCS software was up-
linked an ‘accident’ happened on 20th September: during a slew the pointing
direction of the satellite came close to the sun; as a result the HRI was irreversi-

bly damaged” (3].

Back on Earth, while financial markets are down, the cybercrime econ-

omy is booming [4]. In one example, hackers are breaking into companies to gain access to the pay-
ment processing system so they can verify if on-line stolen credit card numbers are good [5]. The next
administration will be confronted with cybersecurity protection issues, including completion of the
Personal Identity Verification (PIV) card deployment [6]. Cost will be a dominant factor in any solu-
tion. For example, a Verizon Business VP argues that too much is spent in the wrong types of security
and that servers (not PC) are the big risk [7]. From the telecommunication company’s point of view
this is perhaps a correct statement; however botnets and compromised PCs are a dominant world
cost. Consider if 1 server results in $1 million in loss how does this compare against 10 million PCs
with $100 loss per machine? The PC loss is $1 billion compared to $1 million. In other news, there is
a worm referred to as Win32/Conficker.A that is exploiting a security hole that Microsoft patched
last October [8]. Following the brief reprise when McColo was shut down, junk email has returned to
full annoyance level with the return of spamming botnets [9]. Spammers are reestablishing connec-
tions to the infected Zombie machines bringing the botnet back to its full capability [10]. As the holi-
day shopping on-line cyber criminals are at the ready. For example, cyber criminals tend to come out
in force as holiday shopping increases [11]. It is suggested that cybercrime will become as destructive
as the credit crisis if international regulation and cooperation are not improved [12].
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Perhaps business is about
to rebound. Case in
point, once the doors opened,
anxious shoppers at a Wal-
Mart trampled a store worker
who unfortunately died [1].
Last Sunday, news filtered out
that the government was ex-
ploring ways to rescue Citi-
group [2]. As the week went
on, the Government came up

with a plan to insure up to
$249 billion of $306 billion
mortgage related debt [3]. To
reduce their expenses, Citi-
group plans to halt dividend
payments [4]. Meanwhile, the
number of problem banks
tracked by the FDIC in-
creased from 117 ($78 bil-
lion in assets) in the second

quarter to 171 ($115.6 bil-

lion in assets) his quarter [5].
This number of problem banks
is the highest since the end on
1995 [6]. In a sign of the times,
the FDIC is allowing firms
without bank charters to bid on
failed bank assets [7]. In fresh
signs of deflation, the yield rate
for 10 year Treasury debt fell
below 3% for the first time in
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50 years [8].

There remains much discus-
sion on a bail-out for the big
three automakers. To better
understand what they are up
against, consider that GM
bonds due in 2033 reached an
effective yield of 44.5% [9].
The increased cost of borrow-
ing money comes at a time
when the markets are soft.
The big 3 are seeking $25
billion in loans for a lower
rate of interest [10].

Projections for the Federal
deficit now exceed $1 trillion
for this fiscal year [11]. As the
economy weakens, and the
Federal deficit increases, ex-
pect greater pressure to shrink
budgets. For example, Presi-
dent-elect Obama vowed to
scour wasteful spending form
the federal budget [12]. This
includes a line-by-line review
and killing programs that have
outlived their usefulness [13].
There are suggesting that
budget cuts will include enti-
tlement programs [14].
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\ x } e are reminded why
physical security is so
important by the events in
India. Last Wednesday
(November 26), terrorist at-
tacked in the city of Mumbai,
India [1]. Targets where for-
eigners were likely to be, such
as Luxury hotels and a Jewish
center, were attacked by ter-
rorists [2]. The focus of this
article is to discuss what’s next
following the recent National
Institute of standards and
Technology (NIST) SP-800-
116, A Recommendation for the
Use of PIV Credentials in Physi-

cal Access Control Systems

(PACS).
The document (SP 800-116)

recommends a risk based ap-
proach when implementing
PIV/PACS solutions. One
lesson from Mumbai is that
Terrorists want to inflict as
much damage as possible. If
the number of people trying
to get through a security
checkpoint backs up, then this
becomes a target for terrorist.
For example, in 1993, a terror-
ist gunman killed two and
injured three people stopped
at a turn light leading into
CIA Headquarters [3]. The
terrorist did not know the
victims, only where they were
heading and that fact they
were stopped. A slow authenti-
cation process could present
terrorists

with a num-

ber of idle

ing to gain A
entry into a

Federal facil-

ity. This

vulnerability will tilt many risk
assessments to focus on con-
tactless authentication ap-

proaches, due to their speed.

One problem with contactless
only approaches is that with-
out checking the Public Key
Infrastructure (PKI) digital
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certificates, how do you deter-
mine if the card has been lost
or stolen? Years ago, our sug-
gestion was to have the card
holder digitally sign the
CHUID. In this manner, the
signature on the CHUID
could be checked to see if it
was revoked or not. Unfortu-
nately, it was decided that a
system signer would instead be
used. The signer certificate
cannot be revoked as this
would invalidate the signature

one every CHUID signed.

In the case of PKI path valida-
tion approaches, it is impor-
tant to consider other ongoing
Government activities. Case in
point, the OMB is trying to
reduce the number of Internet
interfaces to around 50 [4].
Network architectures should
be designed with this in mind
going forward. Moreover,
PACS vendors will need con-
nectivity to the PKI paths and
will be exposured to the net-
work risks typical of IT appli-
cations.

system design using digital
certificate path validate should
address IPv6. One glaring
problem with the current ap-
proach is that the FASC-N
currently is limited to Govern-
ment. In contrast, the IPv6 (in
the GUID) could be used by
anyone. Since the CHUID
cannot be verified using the
current approach digital cer-
tificate path validation, we

i . ‘ Another OMB effort is migrat-
people wait- ' ing to IPv6 [5]. The PACS

believe using IPv6 could be
addressed using Internet veri-
fication approaches. Like an
unused address, the IPv6 ad-
dress could be listed as un-
used, effectively revoking the
CHUID.

For this reason, we believe
that the FASC-N must be
replaced by an IPv6 address as
soon as practicable. This
would allow non-Government
cards greater interoperability.
More importantly, having an
IPv6 address in the PIV would
facilitate remote VPN access
again consistent with the

OBM direction [5].

At the September 24 Inter-
agency Advisory Board meet-
ing, Bill Burr and others
pointed out the need to in-
clude cryptographic controls
for strong authentication us-
ing contactless. We believe
that in the future, when PIV
cards have a bit more capabil-
ity, contactless VPNs between
the reader and PIV card will
be feasible without significant
delay. However, IPv6 migra-
tion does not require semicon-
ductor technology advance-
ments.
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History never looks like
history when you are living

through it-John W. Gardner
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Once harm has been done,
even a fool understands it—

Homer
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he softening economy is

starting to impact China.
The World Bank cut China’s
2008 growth estimate to 9.4%
[1]. What other country would
love to boast such a growth
rate? In an effort to improve
their economy, the People’s
Bank of China cut interest
rates by more than a percent
[2]. Additionally, there are
signs of labor unrest emerging.
For example, after 500 people
lost their jobs at a toy factory,
Windows were broken, com-
puters smashed, and 5 police
vehicles damaged [3]. China
has started providing small
subsidies to its domestic air-
lines [4]. This comes as China
told airlines to delay pur-
chases on new aircraft [5].
China’s infrastructure stimu-
lus package is expected to
increase the Gross Domestic
Product by 1 percent [6].

As the rest of the world de-
cides how best to deal with
fraudsters, China has its own
solution. A man convicted of
bilking thousands of investors
out of $416 million for an ant
breeding scheme, was sen-

M ortgage fraud continues
to be problematic. For
example, a Georgia attorney
was sentenced to nearly 5
years in prison and required
to pay $4 million in restitu-
tion for mortgage fraud [1]. In
Florida, a man pleaded guilty
in a $5 million mortgage fraud
scheme [2].

As the mortgage market strug-
gles, there are cases of identity
theft where the homeowner’s
identity is used to obtain
fraudulent home equity loans.
For example, arrests and con-
victions continued for a
global identity theft ring that
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tenced to death and was exe-
cuted [7]. Recognizing the
severity of Chinese justice,
efforts were made to save a
man sentenced to death in a
closed Chinese trial for alleg-
edly selling missile drawings to
Taiwan [8]. However, outside
governments were unsuccessful
and China executed the man
[9]. This illustrates a real risk in
human intelligence over cyber
penetrating approaches where
conviction is unlikely.

In Japan, signs of a deepening
recessions where companies are
planning the sharpest produc-
tion cuts in 35 years [10].
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tricked multiple banks and

credit unions into wiring

more than $2.5 million to
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