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World News

n the South China Sea, a Chinese coast guard ship reportedly used a satellite jammer against an

Indonesia warship [1]. So if China is operating electronic jammers that can block satellite commu-
nications, what will this do to drone aircraft’ Concurrently, China has indicated it will ignore the
decision of an international arbitration panel decision regarding the Philippines lawsuit over China’s

territorial claims [2],

Meanwhile, North Korea continues to enhance its military capability. One report indicates the com-
munist country has restarted a Plutonium producing reactor [3]. This comes as the North continues
ramping up its conventional military force [4]. For its part, South Korea is developing a 310 mile
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range ballistic missile for its 3,000-ton Jangbogo-III submarine [5].

Once again we look into the role of artificial intelligence (AI) in our systems going forward. Readers
may recall, back in 2009, a centrally controlled D.C. metro train crashed into another train resulting
in nine dead [6]. The NTSB reported, failure of track circuit modules caused the automatic train con-
trol system to no longer detect the first train [7]. So if the centrally controlled system observes a train
going into a station, then the train disappears’ can we conclude the system was okay with this condi-
tion? In other words, the fail-safe system to prevent train crashes, failed [8]. Given fail-safes sometimes
fail, it is reasonable to ask how weapons in the future will operate with Al. One piece indicates the
difference between human controlled and fully autonomous weapon systems can be reduced to single
line of code [9]. However, autonomous operations are more likely in environments where wireless
communications are vulnerable. For instance, there are low cost devices readily available that interfere

with GPS systems [10].
(Continued on page 2)

M icrosoft issued a
warning of self-
propagating ransomware
capable of infections via
removable media [1]. In
turn, such risks force the
race to fix security holes
with patch management the
major focus. For instance,
Chrome issued 42 security
fixes [2]. Google issued
patches to correct 36 securi-

ty flaws [3].

Meanwhile, state sponsored
cyber-attacks continue in
the news. For instance, one

Security

piece suggests North Korea
may have been involved
with recent SWIFT banking
attacks [4].

As noted in the World
News section, commuter
rail systems have been
known to be vulnerable to
technology problems. If the
system was designed to
ignore disappearing trains,
that’s a serious problem.
Likewise, a cyber-attack to
the centrally controlled
computer system is equally
a problem. But the risk to

critical infrastructure sys-
tems is not limited to light
rail transportation. Case in
point, one hacker described
cyber-attacks that could
potentially shut down the
power grid for months [5].
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Terrorism has become the
systematic weapon of a
war that knows no borders
or seldom has a face—
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In Iraq, the Army is fighting
the Islamic State in Falluja
[1]. Note: the City of Fallujah
has been under IS control for
two years [2]. Meanwhile, at
least 25 people were killed in
Baghdad following two terror-
ist suicide bombings [3].

In Turkey, acts of terrorism
are increasing. At least 4 were
killed by a roadside bomb
attack against Turkish police
[4]. Additionally, a car bomb
attack against a police bus in
[stanbul killed at least 7 peo-
ple [5]. Then a police station
bombing in Southeast Turkey
killed at least three people [6].
Kurdish terrorists claimed
responsibility for the attacks
[7].

It has been some time since
Israel was in the news. Howev-
er, Palestinian terrorists used
guns and attacked a market in
Tel Aviv, resulting in at least 4
deaths [8]. The Palestinian
terrorists were dressed as Ha-

sidic Jews [9].

The risk for additional terror-
ist acts against the US is in-
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creasing. For instance, one

report indicates illegals from

terrorist controlled locations
are entering the US via the
porous border with Mexico

[10].
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ccording to the Labor

Department, for the
week ending May 28, the
number of first time unem-
ployment claims was 267,000
[1]. Then for the following
week, the number of claims
reported was 264,000 (2]. For
May, the Labor Department
reported an overall unemploy-
ment rate of 4.7% [3]. This
reduced number was made
possible by the further re-
duced labor participation rate
of just 62.6 % [4]. That is,
458,000 left the work force in
May. So once again, a clearly
dismal employment report is
made to look rosy.

In another sign of weakness, a
Uranium mine in Wyoming
will lay off a dozen people [5].
While this is a small number,
it indicates a weakness in the
nuclear energy sector. Mean-
while, Ralph Lauren an-
nounced plans to close 50
stores, cutting 1,000 employ-
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