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World News

he nuclear arms race is accelerating. Case in point, North Korea tested another nuclear device
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that had a higher yield than previous explosions [1]. What’s more, North Korea threatened to China’s cyber-attacks 3
conduct two additional nuclear bomb tests [2]. The rogue nation already informed China that it plans
new nuclear bomb tests and another missile launch in order to force the US to negotiate [3]. To fur- Pollution 3
ther complicate matters, one report indicates North Korea is expanding its missile launch facility to
handle larger rockets [4]. The problem is exasperated by the support North Korea receives from Chi- Economy

na and Russia that oppose any significant consequences [5].

Apparently, the inability of the West to contain North Korea’s nuclear program was not lost on Iran.
Case in point, Iran approached China to purchase 100,000 ring magnets banned by the UN; enough
to equip 50,000 more centrifuges [6]. Iran also announced they have begun to upgrade their centrifug-
es to provide a greater uranium enrichment capability in spite of complaints from the US [7]. Further-

more, some are asking if the North Korean test was for Iran’s benefit or perhaps a test of an Iranian
nuke [8]. In particular, one report indicates the head of Iran’s clandestine nuclear weapons program
was in North Korea to witness the nuclear test [9]. Perhaps the best clue comes from Iran’s president
who claims Iran already has the ability to create atomic bombs [10]. What’s more, it appears Iran is
advancing construction of a nuclear research facility that will allow it to produce plutonium that can
be used in nuclear weapons [11]. Given the close association with North Korea, it’s reasonable to

assume [ran now has an atomic bomb and is expanding its arsenal.

Meanwhile, as the US considers additional nuclear weapons reductions, there is a belief that China
only possesses 75 Inter-Continental Ballistic Missiles (ICBM) each with just one nuclear warhead [12].
Nevertheless, the US is planning nuclear weapon reduction discussions with Russia and it appears
China will once again not be part of the treaty discussions [13]. We expect Russian leadership in rec-
ognizing the threat from China’s nuclear weapons program and will likely resist further reductions

proposed by the US.

China is not the only country expanding its nuclear inventory. For instance, India is pursuing a 5,000

mile range ballistic missile that will carry 10 nuclear warheads [14].

he cost of security

includes making sure
the digital certificates are
not expired. When certifi-
cates are not renewed, the
results can be costly. Case
in point, Microsoft’s Azure
cloud service was effectively
shut down due to digital
certificate expiration [1].
When the SSL certificate
expired, Microsoft’s Azure
customers could not access
the service [2].

Security

Furthermore, correcting
security flaws by patching
software continues to be a
significant undertaking. For
example, Microsoft re-
leased a patch to correct 57
separate security vulnerabil-
ities [3].

Once again, Java is in the
news. This time, some of
the corporate machines at
Apple were exploited [4].
Then, Microsoft indicated
it was hacked by the same

(Continued on page 2)

exploit [5]. It seems the
same Chinese hackers that
attacked Facebook were the
same that penetrated Ap-
ple’s computers [6]. So even
though Apple uses China
for most of its manufactur-
ing, China still finds it nec-
essary to hack into the com-
pany’s computers.

Many times sites that would
normally expected to be
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Special points of interest:

o Microsoft Azure fails due to expired
certificate

o North Korea test another nuclear
device

e China aware more North Korean
devices could be tested

e Bank 3 shuttered
o Apple and Microsoft hacked



Communism is not love.

Communism is a hammer

which we use to crush the

enemy.-Mao Zedong
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safe are in fact hosting mali-
cious software. For instance,
NBC cleaned up viruses from
their web site that are typically
used for bank fraud and cyber
espionage [7].
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Note, if China’s ICBMs have
the same capability, 75 weap-
ons would provide the ability
to deliver 750 warheads on

US soil.
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As the ostrich when

pursued hideth his head,

but forgetteth his body; so

the fears of a coward

expose him to danger~
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efore diving into the

latest news on China’s
cyber espionage activities;
consider the challenge of net-
work anonymity. In the US,
devising controls that allow
anonymous tips are almost
non-existent. Yet, the profes-
sional bad actors seem to have
the ability to mask their iden-
tities. In short, the security
controls we use to protect our
systems are not as advanced as
those of the hackers attacking
them.

A new report implicates Unit
61398 of China's People's
Liberation Army was the
source in over 100 hacking
attacks directed against the
United States [1]. The report
describes an extensive cyber
espionage team operating
from a 12-story building in
China [2]. What’s more, the
information stolen from West-

hile much of the recent

news focused on Chi-
na’s air pollution the fact is the
water pollution is worse. For
example, 64% of ground water
in 118 Chinese cities is signifi-
cantly polluted [1]. Moreover,
some rivers are considered
toxic. For instance, some Chi-
nese are offering cash awards
of $32,000 if their government
officials will take a swim in
some of the polluted rivers [2].
A question here is where do
the rivers feed into and what is
the global impact of China’s
water pollution?
Then there are estimates that
10% of China’s farmland is

currently polluted by heavy
metals [3]. Shouldn’t the US at

China’s Cyber-attacks

ern companies is being used
to help Chinese industries [3].
So in addition to one sided
trade agreements, China is
stealing intellectual property
and giving it to Chinese busi-
nesses to dominate the world
markets. Expectedly, China
has denied any involvement in
hacking activities [4].

Meanwhile the US is prepart-
ing a new National Intelli-
gence Estimate on the Chi-
nese hacking threat [5]. Per-
haps this would be a good
time to include assessing Chi-
na’s nuclear and military capa-
bilities as well. Additionally,
the US has and plans to con-
tinue complaining to the Chi-
nese government [6]
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least inspect imported Chi-
nese food for heavy metal
contamination! Consider for
the moment how China uses
policy to restrict US goods.
For instance, China wants all
US pork to be independently
tested and verified not to con-
tain growth hormones [4].
This new inspection comes
from a country that seems to
lack domestic controls on
food quality. In the meantime,
more US jobs continue to be
exported to China where envi-
ronmental controls are weak
and overall harm to the planet
continues.
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Economy

D uring 2012, China sur-
passed the US as the
largest trading nation in the
world [1]. Interestingly, even
though China traded $44
billion more than the US, it
does not want the title as the
biggest trader [2]. This seems
to indicate China wants to be
viewed as the underdog, per-
haps as Western nations con-
tinue to disarm under the
belief China is not a serious
threat.

A leading economic indicator,
the stock market indices, is
pointing to a recovery. Howev-
er, employment remains soft.
For the week ending February
9, the number of first time
unemployment claims was

341,000 [3]. For the following
week, the number reported

was 362,000 [4].

Bank regulators resumed clos-
ing financial institutions. For
example, on February 15, the
Covenant Bank in Illinois was

shuttered [5].

The US is not the only coun-
try to have its AAA credit
rating lowered. Case in point,
the United Kingdom was low-
ered by Moody’s one notch to
Aal [6].
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America cannot be an
ostrich with its head in the

sand—Woodrow T. Wilson

Policy on China’s Military Buildup

In the News

Page 4



