
O nce again, China is asserting itself in the South China Sea. For instance, at the Association of 
Southeast Asian Nations summit, China warned the US and Japan that disputes will be dealt 

with on a nation-to-nation basis [1]. Then China's official news agency claimed the U.S. is a dysfunc-
tional government and called for a world without American influence [2]. What’s more, in violation 
of its promise, China is selling Pakistan two nuclear reactors [3]. 

Protecting the U.S. against terrorist is becoming more challenging. For instance; in testimony before 
the House Armed Services subcommittee on emerging threats; experts warned terrorists have the capa-
bility to develop weapons, such as tularemia (10,000 times more infectious than anthrax) and kill tens 
of thousands of people [4]. What’s more, the FBI was investigating threats to the drinking water sys-
tem in the Wichita, Kansas area [5].  
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P aper documents contin-
ue to be vulnerable to 

forgery. For instance, two 
Florida criminal serving life 
in prison for murder, used 
forged court documents to 
escape [1]. Another form of 
paper exploitation is coun-
terfeit currency. To address 
this problem, the new $100 
bill contains more security 
features designed to make 
counterfeiting more diffi-
cult [2].  

As reported in previous 
newsletters, commercial 
software often requires 
security patches. Case in 
point, Microsoft’s patch 
Tuesday included fixes for 
28 bugs, including a zero-

day exploit [3]. Meanwhile, 
Oracle released patches to 
fix 127 problems, including 
51 for Java; of these 50 
vulnerabilities were remote-
ly exploitable without au-
thentication [4]. 

Whenever a financial sys-
tem fails due to what is 
called a computer glitch, we 
have to consider cyber-
security aspects. That is, if a 
computer glitch could shut 
down a system, couldn’t a 
malicious software program 
do the same? In the latest 
incident, the U.S. food 
stamp debit card stopped 
working for recipients in 17 
states [5]. Likewise, the roll 
out of the Affordable Care 

Act has been plagued with 
computer glitches [6]. More-
over, bogus electronic chips 
are being discovered in 
many systems [7]. 

Many systems and commu-
nications protocols were 
originally designed without 
considering security. Case 
in point, the early NSFNET 
did not include any re-
quired security because 
officials thought universi-
ties would not back the 
effort [8]. 

Once deployed, many devic-
es rely on software that has 
exploitable security vulnera-
bilities. What’s more, many 
of these devices lack a good 
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method to upgrade. For in-
stance, medical devices often 
lack a good method for up-
grading and some Govern-
ment agencies, such as the 
VA, have experienced mali-
cious software attacks through 
such exploited devices [9]. 
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toll on Assad's inner circle. 
The latest victim was General 
Jameh who was killed by a 
rebel sniper [7]. The general 
led the Syrian military intelli-
gence in the region where he 
was killed [8]. Following his 
death, Syrian jets bombed the 
city of Deir al-Zor [9]. 
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O ne of the troubling as-
pects of supporting 

Syrian rebels is in determin-
ing, who are the good guys. 
Case in point, one report 
indicates during an attack on 
a pro-regime village, US 
backed rebels killed 190 civil-
ians and abducted 200 others 
[1]. What’s more, one report 
suggests the northern part of 
Syria is now controlled by Al 
Qaeda-linked group rebels [2]. 
One tell-tale indicator of hard-
line rebels is the use of car 
bombs, such as the one ex-
ploded at a police checkpoint 
located on the edge of the 
central city of Hama [3]. This 
followed a suicide bombing in 
Damascus that killed 16 gov-
ernment soldiers [4]. 

With the various rebel groups 
fighting, there are concerns 
that Syria’s advanced weapons 
could fall in the wrong hands. 
For example, Syria is believed 
to have 20,000 portable sur-
face-to-air missiles that could 
pose serious problems to com-
mercial aircraft [5]. Then there 
is ongoing fighting near one 
of Syria’s chemical weapons 
sites [6].  

The Syrian war is taking its 
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An appeaser is one who 

feeds a crocodile -- hoping 

it will eat him last—

Winston Churchill 

F or the week ending Octo-
ber 5, the number of first 

time unemployment claims 
was 374,000 [1]. However, by 
one estimate, approximately 
34,000 furloughed Federal 
employees applied for unem-
ployment compensation due 
to the Government shutdown 
[2]. For the week ending Octo-
ber 12, the number of first 
time claims was 358,000 and 
the previous number was re-
vised to 373,000 [3]. 

Meanwhile, some of the large 
financial institutions are still 
suffering losses. For instance, 
the largest US bank, JP Mor-
gan, reported a third quarter 
loss of $380 million following 
costly litigation expenses [4]. 
What’s more, the bank has 
agreed to pay $13 billion to to 
end U.S. probes of its mort-
gage-bond sales [5]. 

The U.S. credit rating is once 
again under fire. In the latest 

example, the credit rating 
agency Firth has placed the 
U.S. AAA rate on negative 
watch, indicating a possible 
downgrade [6]. 

Once the debt ceiling was 
raised the US set a new rec-
ord. On Thursday, October 
17, the debt increased $328 
billion to a new record high of 
$17.075 trillion [7]. 
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to Egypt [3].   

The natural resources of Chi-
na are rapidly disappearing. 
Case in point, water is being 
consumed at increasing rates 
and what is left is often unfit 
even for agricultural use [4]. 

Elsewhere in Asia, Japan is 
moving to construct more 
fossil fuel power plants to 
make up for lost nuclear pow-
er. Case in point, during 2014 
Japanese power companies 
plan to construct 12 natural 
gas and 2 coal-fired power 
plants [5]. 

1. BBC News, China smog 

A ir pollution continues to 
be problematic for Chi-

na. For example, in Beijing, 
thick smog blanketed the city 
and surrounding areas [1]. 

China also has problems main-
taining the integrity of its food 
supply. For instance, 30 pas-
sengers aboard an Air China 
flight became sick when food 
was served four days after the  
expiration date [2]. It’s not just 
expired food but fake drugs 
coming from China are also 
problematic. For instance, 
Swiss officials seized 1 million 
fake Xanax tablets that origi-
nated in China and were going 
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