
T he US economy continues to be stuck in low gear. Case in point, for the third consecutive 
month, retail sales fell with the latest decline of 0.5 percent for June [1]. Additionally, the adjust-

ed rate for gross domestic product was only 1.5% during the second quarter [2]. In a further sign of 
diminishing American wealth, Canadian households are now wealthier than their US counterparts 
[3]. For the week ending July 14, the number of first time unemployment claims increased to 386,000 
[4]. However, for the week ending July 21, the number of first time unemployment claims fell to 
353,000 [5]. In another problem area, the US poverty rate is on track to reach levels not seen since 
the 1960’s; before the war on poverty began [6].  

Regulators were again closing financial institutions. For example, on July 20, five were shuttered: 34) 
The Royal Palm Bank of Florida; 35) Georgia Trust Bank; 36) First Cherokee Bank in Georgia; 37) 
Heartland Bank in Kansas; and 38) Second Federal Savings and Loan Association of Chicago in Illi-
nois [7]. Then for July 27, the following was closed: 39) Jasper Banking Company in Georgia [8]. 

Overseas, there are growing concerns in the Middle-East that Iran might stop the flow of oil into the 
Gulf. In preparation, Saudi Arabia and the United 
Arab Emirates have opened new pipelines that 
bypass the high risk Strait of Hormuz [9]. 

Allegedly, some contractors at the Japanese Fuku-
shima reactor disaster were told to cover their do-
simeters with lead so their radiation exposure 
would appear to be less [10]. Meanwhile, Japan’s 6-
month trade deficit was the largest ($37 billion) 
since records were started back in 1979 [11]. To be 
competitive, Japan must reduce the cost of energy 
so we expect the resurgence of nuclear will contin-
ue. 

Meanwhile, our good friend China plans to place a 
military garrison on disputed islands claimed by 
Vietnam [12]. In an effort to expand its claim, China started administering the five square mile 
Yongxing islands (and the 770,000 square miles of ocean) designating it the city of Sansha [13]. The 
newest Chinese city has only 613 residents and sits atop the largest is-
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C rime continues to be 
a major enterprise. 

For example, according to 
United Nations estimates, 
cross-border crime is esti-
mated at $870 billion per 
year [1].  

Meanwhile, the head of the 
U.S. Cyber Command is 

warning that foreigners are 
using online attacks to steal 
our intellectual property 
[2]. What’s more, General 
Alexander, the head of the 
National Security Agency 
will speak at the DEFCON 
hacker convention in Las 
Vegas [3]. 

Terrorists are using fake US 
credentials. For instance, 
the suicide bomber in Bul-
garia had a fake US Michi-
gan driver’s license [4].  

Cyber-attacks against the 
US critical infrastructure 
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are on the rise [5]. However, 
attacks are not limited to the 
US. Case in point, reports 
indicate a computer virus may 
be playing an AC/CD hard 
rock song at nuclear facilities 
in Iran [6]. 
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land with an area of only 2 
square kilometers [14]. Never-
theless, it lets others know 
that China is serious in its 
claims for the mineral rich 
South China Sea. The one 
sided trade agreements with 
China are really helping the 
Communist country get the 
money to expand its military. 
For instance, during the first 
half of the year, China’s urban 
job creation was 6.94 million 
and the June unemployment 
rate was just 4.1 per cent [15].  
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I knew I was going to take 

the wrong train, so I left 

early—Yogi Berra 

US troops that were transport-
ed years before [7]. Then in-
vestigators detected traces of 
another high explosive, RDX 
[8]. The new explosive dis-
counted the original explana-
tion of troop transport. In-
stead, the source of the con-
tamination changed to a 
bomb sniffing exercise that 
allegedly took place weeks 
prior to the incident [9]. How 
is the investigators looked at 
the history of the plane, going 
back years and determined 
troops were moved, yet missed 
a bomb sniffing exercise weeks 
before? What’s more, most of 
the wreckage was allowed to 
remain in the water for weeks, 
thereby dissolving most of the 
explosive material [10]. So if a 
fuel air explosion really caused 
the crash, why didn’t the FAA 
ground every Boeing 747 until 
the problem was corrected? 
Why would the FAA allow 
bomb sniffing exercises that 
contaminate planes thereby 
preventing discovering a plane 
was destroyed by an explosive? 
Perhaps a more pointed ques-
tion; had the investigators 
concluded an act of terrorism, 
would we have embarked earli-
er on improved air travel secu-
rity that might have prevented 
9/11? Doe the TWA 800 ex-
plosion (blamed on a fuel air 
explosion in the fuel tank) 
pass the red face test? Finally, 
how  have post 9/11 security 
controls worked out for the 
air travel industry? 
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T he red face test is the abil-
ity to tell an untrue story 

and still keep a poker face. 
Within the political landscape, 
this is nothing new. Consider, 
one of the main commitments 
from President Carter was to 
control the spread of nuclear 
weapons [1]. However, at 3 
AM, September 22, 1979, 
there was a double-flash, typi-
cal of a nuclear blast, seen off 
the tip of Africa [2]. The event 
was detected by the Vela satel-
lite and was dismissed by Presi-
dent Carter’s investigation 
team as a meteorite that hit the 
satellite [3]. Then in 1993, 
South African President Fred-
erik W. de Klerk admitted his 
country did have six nuclear 
bombs in the 20-kiloton explo-
sive range [4]. So to avoid a 
political distraction, knowledge 
of the South African nuclear 
bomb was kept from the Amer-
ican people.  

In another possible example, 
the FAA is fining Boeing 
$13.57 million for failing to 
expeditiously provide guidance 
on inspecting fuel tank circuit-
ry originating from the TWA 
800 explosion 16 years ago [5]. 
To review what happened at 
the time a timeline is present-
ed. On July 17, TWA 800 ex-
ploded as it left JFK Interna-
tional and weeks later, investi-
gators detected traces of PETN 
(a high explosive used by the 
US military) in the wreckage 
[6]. Shortly thereafter, the news 
media reported the source of 
the explosive likely came from 
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Neither a wise nor a brave 

man lies down on the 

tracks of history to wait for 

the train of the future to 

run over him—Dwight D. 

Eisenhower 

point, at least one major pow-
er outage was attributed to an 
online cyber-attack [8]. Then 
there is a report indicating 
three US cities had SCADA 
systems compromised by cyber
-attacks [9]. Moreover, experts 
are alerting Congress that the 
power grid is vulnerable to 
cyber-attack [10].  In particu-
lar, one report indicates rail 
based SCADA systems are 
vulnerable to cyber-attack [11]. 
Consider, one report indicates 
the US and Israel were behind 
the Stuxnet virus that attacked 
the SCADA programs operat-
ing Iran’s centrifuges [12].  

After some investigation, the 
reported cause of the outage 
was attributed to a hardware 
device failure [13]. So how 
many more single point fail-
ures exist and how vulnerable 
is the Washington Metrorail 
to SCADA attacks? Does the 
latest explanation pass the red 
face test? 
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O nce again, Washington 
DC Metrorail is in the 

news. This time, an unspeci-
fied software problem shut 
down the entire system twice 
[1].  The software failures are 
providing new details into the 
Metrorail system. The soft-
ware failures impacted the 
Metro's Rail Operations Con-
trol resulting in the inability 
to see where trains are on a 
dynamic map and remotely 
control switches [2]. Metrorail 
sources were quick to point 
out the latest failures were 
different from the 2009 Red 
Line crash that killed nine 
people [3]. However, the cause 
of the problem is still not 
know and is under investiga-
tion [4].  

Readers may recall, the cause 
of the 2009 Redline crash was 
blamed on a malfunctioning 
circuit [5]. Interestingly, the 
failure allegedly occurred with 
the fail-safe [6]. At the time 
the initial suggestions the 
operator was too inexperi-
enced [7].  
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look back at the 2009 Red 
Line crash, why did trains 
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ations Control and these went 
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