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The Economy

I | ighlighting China’s role as a money lender, Bank Closings as of 1/30/2011
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omy grew at 10.3% last year [3]. Domestically, ac-
cording to the Commerce Department, the inflation adjusted gross domestic product for the U.S.
increased 3.2% for 2010 [4]. However, this estimate is based on how the inflation rate is calculated.
With the increases in food and fuel prices, what is the actual inflation rate? One source suggests the
1.5% inflation rate, if measured using 1970’s calculations, would be closer to 10% [5]. If this rate was
used, we would be discussing a significant contraction.

Meanwhile, with so many jobs leaving the country, states are having difficulty collecting enough taxes
to pay their bills. As a consequence, there are ongoing studies to see how states, such as Illinois, could
be allowed to declare bankruptcy to erase their huge debts [6]. What’s more, the Congressional Budg-
et Office is estimating $45 billion more will leave the Social Security fund than is taken in from taxes
[7]. The U.S. is not the only nation in economic trouble. Case in point, Standard & Poor’s downgrad-
ed Japan’s credit rating one notch to AA- [8].

For the week ending January 15, the number of first time unemployment claims was 404,000 [9].
Then, for the week ending January 22, the first time unemployment claims increased to 454,000 [10].
Meanwhile, regulators continued closing financial institutions. On January 21, four banks were shut-
tered: 4) Enterprise Banking Company in Georgia; 5) Community South Bank & Trust in South
Carolina; 6) The Bank of Asheville in North Carolina; and 7) United Western Bank in Colorado

[11]. Then on January 28, four more were closed: 8) Evergreen State Bank )
(Continued on page 2)

Security

times the user has the smart
card plugged in; and finally
connect to trusted network

berp was upgraded to use
multiple encryption keys
making detection more

B y one estimate, 87% of

the 107 trillion emails
sent last year were spam [1].

Special points of interest:

e GM sold more cars in China than in
the U.S.

e Japan’s credit rating lowered

o $45 Billion more going out of Social
Security fund than taxes coming in

e 11t financial institution shuttered

What's more, one bad actor
appears to be selling hacked
access to a military website
(2].

The risk for on-line bank-
ing is taking a turn toward
the riskier side. Case in
point, a piece of malicious
software referred to as Car-

difficult [3]. Furthermore, a
hacker conference will in-
clude showing how to use
network printers to com-
promise security [4].

Apparently, hackers are
using keystroke capture
programs that cache smart

card PINs; then search for

resources that require smart
card authentication [5].
One security control for
this exploit is to combine a
keypad entry into the smart
card reader. In this ap-
proach, there is a trusted
path to activate the reader.

(Continued on page 2)



I think computer science,

by and large, is still stuck

in the Modern age—Larry
Wall
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However, even in these cases,
once authenticated, a compro-
mised computer could still pass
bogus information to the read-
er for select cryptographic func-
tion (such as digital signature
generation).
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in Wisconsin; 9) The First
State Bank in Oklahoma; 10)
First Tier Bank in Colorado;
and 11) First Community
Bank in New Mexico [12].
Elsewhere, the SEC is suggest-
ing more Wall Street broker
oversight is needed [13]. How-
ever, until autonomous com-
puter trading algo’s are ad-
dressed, the risk of another
flash crash and bank collapse
remain.
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Cyber-War
t seems the extensive dam—

Iage to Iran’s nuclear weap-
ons program caused by mali-
cious software (malware) is a
good reminder of asymmetric
warfare [1]. But Iran is not the
only country vulnerable to
weaknesses in supervisory
control and data acquisition
(SCADA) applications. Case
in point, the SCADA used
throughout China, KingView
6.53, is reported to have secu-
rity vulnerabilities [2].

The Stuxnet worm’s success
against Iran has shifted the
focus to offensive attacks at
conferences such as Black Hat
[3]. However, there are still
those that consider cyber war

a low risk [4].

To show where cyber-war will
likely go in the future, we
should look at Egypt. Unex-
pectedly, Egypt was able to
shut down the Internet caus-
ing a news black-out [5].
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A computer shall not harm
your work or, through
inaction, allow your work

to come to harm—Jef

Raskin

Failed Banks Vs SPC Threshold 1/30/2011
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An inefficient virus kills its
host. A clever virus stays

with it—James Lovelock
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World News

Following the painful les-

son of China’s embargo,
Japan is developing new car
technologies that reduce the
need for rare earth elements
[1]. Meanwhile, New York
senator Charles Schumer re-
quested the Administration
press Chinese President Hu
Jintao on China’s rare earth
element embargo [2].

Companies that moved to
China are starting to experi-
ence additional business prob-
lems. For example, Apple and
other manufacturers are ac-
cused of failing to address
pollution [3]. Even though
China is the world’s largest
polluter, it’s foreign owned
companies that face challeng-
es. Meanwhile, China’s farm-
ers are tainting the food sup-
ply by using the poisonous
drug clenbuterol to increase
animal growth and thereby
profit [4].

Counterfeiting

In this newsletter, we once
again look at the risk of
counterfeit paper. If paper
currency is vulnerable, how
safe is any document?

In Alabama, a college student
that used his personal comput-
er to make fake $100 bills, was

The number of Internet users
in China has increased to 457
million [5]. What’s more, the
importance of the Chinese
market is not lost on U.S.
businesses. Case in point, GM
now sells more cars in China
than domestically [6].

In past newsletters, we have
discussed the pirates operating
off the Somali coast. We final-
ly have a good news story;
South Korean Special Forces
freed 21 seamen while killing
8 pirates in the process [7].
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arrested [1]. In Pennsylvania,
two men were arrested after
purchasing a TV from Wal-
Mart using bogus $50 bills
and trying to return it at an-
other store for real cash [2].
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