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In Security or Insecurity

ne report suggests the Director of national intelligence told members of the Senate Select Intel-

ligence Committee that our cyber infrastructure may not be available and reliable during a time
of crisis [1]. Another report suggests there is a commitment to develop offensive cyber weapons [2].
For example, the attacks against Google in China were sophisticated enough that Google is soliciting
help from the National Security Agency [3]. In other news, hacks originating from China successfully
victimized 80,000 people whose identities were kept in the lowa Racing and Gamin Commission
database [4]. In a demonstration of its commitment to combat hackers; China billed the arrest of
three hackers as a major accomplishment [5]. In other news, one report suggests the oil companies
Marathon Qil, ExxonMobil, and ConocoPhillips proprietary information were breached from sophis-
ticated Chinese attacks [6]. Meanwhile, in California the Health Care department breached the pri-
vacy of 49,352 people by printing their social security number on the address labels [7].

The number of security patches continues to remain high. Case in point, the February Microsoft
patch release addressed 26 security vulnerabilities [8]. What’s more, there were reports the new secu-
rity patches caused the blue screen of death in some computers [9]. The problem appears to be limited

to Windows XP with one report of a Windows 7 blue screen [10]. For readers unfamiliar with the blue

screen of death; it occurs when the operating system encounters an error and stops. A cryptic error mes-

sage is displayed against a blue screen. Typically, the computer is inoperable until the blue screen of
death is corrected. This raises the question, how trustworthy are the security fixes?

There is new legislation (the Cybersecurity Enhancement Act of 2009) to beef up security for the new

smart grid; in particular the electrical grid's supervisory control and data acquisition (SCADA) systems
[11]. SCADA is not limited to power but included other systems, including transportation. This
brings us to Washington, DC, where there was a metro train derailment. One report suggests the
cause may be related to a safety device [12]. Whatever the actual cause turns out to be, the National
Transportation Safety Board is investigating the latest incident [13]. Meanwhile, the number cyber
attacks against critical infrastructure networks and computers are increasing [14]. Consequently, fail-

ures on systems using SCADA capture our attention.

Recognizing the economic
cost, the U.S. is pressur-
ing China to stop artificially
inflating its currency; how-
ever, China refuses to relax its
policy [1]. More bad news on
the jobs front; the number of
first time claims unexpectedly
increased to 480,000 for the
week ending January 30 [2].
Economists had expected the
rate to go down to 460,000;
instead it increased by 8,000
[3]. However, for the week
ending February 6, the num-

Economic News

ber of first time claims for
unemployment fell to
440,000 [4]. Based on a sur-
vey used by the Labor De-
partment, the U.S. is report-
ing a January unemployment
rate of 9.7 percent [5]. In
more troubling news, the
trade deficit for January grew

to $40.2 billion [6].

In the nation’s capitol, the
weather was particularly bad.

Two back to back blizzards

set a new record for annual

(Continued on page 2)

snowfall [7]. As a consequence,
regulators only shuttered one
bank during the two week pe-
riod. The single closing was
thelst American State Bank of
Minnesota that became the 16™
financial institution [8].
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week of two back to back blizzards



My idea is that we should
encourage home
manufactures to the extent of
our own consumption of
everything of which we raise

the raw materials—Thomas

Jefferson
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plane that took off

from JFK International
included a stow away discov-
ered in the landing gear bay
when the plane landed in
Tokyo [1]. The stow away was
found dead my a mechanic
[2]. If a stow away can gain
access to the plane’s landing
gear; what does this mean for
airport security’

In San Diego, a reports sug-
gests a phony U.S. marshal
abducted a woman and fooled
TSA personnel at the airport
[3]. The fake marshal was able
to get the abducted woman
through airport security and
onto a plane to the Philip-
pines [4]. If an imposter can
bypass TSA security, could
others? Interestingly, there are
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Airport Security

plans for 10,000 airport secu-
rity workers to get a Secret
clearance [5]. Consider, a
number of Government trav-
elers have extensive back-
ground investigations; many
of the people being screened
at the airport lack the clear-

ances of those being screened.

To be fair, the TSA is not the
only agency to be fooled by
imposters. For example, else-
where in California, a fake
dermatologist operated from
2004 to 2007 before being
caught [6]
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Ninetynine percent of the
failures come from people
who have the habit of
making excuses—George

Washington
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The dinosaurs became extinct

because they didn't have a space

program. And if we become

extinct because we don't have a

space program, it'll serve us

right!- Larry Niven
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hile we may not know

what is in store for
Iran, signs are other nations
are concerned. For example,
in response to Iranian threats,
Persian Gulf countries are
beefing up their defenses [1].
‘What's more, Iran plans to
reduce its dependence on
imported refined petroleum
products by building 7 refiner-
ies [2]. In an attempt to depict
a mature technology; Iran
announced it had sent ani-
mals into space [3]. Mean-
while, Iran announced it has
started Uranium enrichment
to a 20% purity level [4]. Then
on the 31" anniversary of the
revolution, Iranian President
Mahmoud Ahmadinejad an-
nounced the first refined
batch of Uranium was pro-

duced [5].

Flexing its muscle, China will
impose tariffs on chicken im-
ported from the U.S. [6].
What’s more the January U.S.
trade deficit with China was
$14.17 billion [7]. Highlight-
ing its strength, China is con-
sidering boosting defense
spending, adjusting PLA de-
ployments, and selling U.S.
bonds; allegedly as punish-

Years ago, there was little
concern over identity
theft. Indeed, it was common
practice to include one’s social
security number on personal
checks. However, times have
changed. Case in point, last
year (2009), identity theft
victimized 11.1 million adults
resulting in $54 billion in
losses [1].

Elsewhere, fraud continues to
dominate the news. For exam-
ple, in Houston, three people
were indicted in a $7 million

mortgage fraud [2] Elsewhere,
in Indiana, a former Hoosiers
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ment for selling arms to Tai-
wan [8]. In another food scare;
China has found another 100
tons of toxic melamine tainted
milk [9].

India continues to advance its
nuclear capabilities. Case in
point, India plans to testa 1.5
ton payload, 5,000 kilometer
range nuclear missile within a
year [10].

In other news, North Korea
seeks to have nuclear discus-
sions with the U.S. [11]. Per-
haps Iran wants the same treat-
ment North Korea received in
response to its aggression.
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player was indicted in a multi-
million dollar fraud scheme
[3]. Meanwhile, a former
Grand-Am race-car driver in
Florida was arrested for oper-
ating a $5 million Ponzi
scheme [4]. In Minneapolis, a
man was indicted in an $80
million fraud scheme [5].
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