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H ardly a week passes without another privacy breach being reported. Last week, came the report,
over 100 million credit and debit card transactions were compromised at Heartland Payment
Systems [1]. Apparently spy software stole payment card data as it passed through the company’s pri-
vate network [2]. Heartland first became aware of the problem when Visa and MasterCard reported
suspicious activity surrounding processed card transactions [3]. The company then hired a forensic
team and alerted law enforcement [4]. The malicious software (malware) was described as significantly
more sophisticated than commonly downloaded programs [5]. The company claims to use encryption
but the malware resided at the point where the transaction information remains in unencrypted for-
mat [6]. Heartland offered no clues to when the breach occurred, how long the breach went unde-
tected, or how many cards might have been compromised [7]. The president and CFO for Heartland
Payment Systems, Robert Baldwin, Jr., indicates the first alert came in October and they do not know
how the software got onto the system [8]. It should be noted that the breached system was Payment
Card Industry Data Security Standard (PCI-DSS)-audited and certified [9]. This illustrates the weak-
ness where PCI-DSS does not require encryption inside a private network [10]. Understandably, the
lack of details is causing angst in the payment processing industry [11].

Recent malware has included code to prevent infections in certain countries. For example, the Con-
flictor avoids Ukraine and Swizzor avoids Russian machines [12]. Regarding the Conflictor worm, one
sample showed 6% of machines infected making this a malware epidemic [13]. What's more, the U.S.
Computer Emergency Readiness Team (US-CERT) assets, Microsoft’s advice to turn off the autorun
feature as inadequate [14]. The malware looks like a multi-stage infection; however we don’t know

what the next stage is [15]. (Continued 2
ontinued on page
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tered bank number 3, thelst
Centennial in California [4].
The impact to the FDIC
deposit insurance fund,
which had $34.6 billion as of
L September 30, is expected to
N cost $227 million [5].

Readers may recall the Gov-
ernment urged Bank of
America (BofA) to purchase
Merrill Lynch (4]. Now there
is an investigation by the
New York Attorney General
to determine if Merrill
awarded large, secret, last-

the company acquisition by
BofA [6]. The former CEO of
Merrill, John Thain, was ousted
from BofA following an unex-
pected $15.31 billion fourth-
quarter loss [7]. What is more,
before leaving, Thain spent
$1.2 million to have his office
redecorated [8].

The New York Times secured a
$250 million loan paying 14%
from Mexican billionaire, Car-
los Slim [8]. In other efforts to
raise money, the NY Times is
negotiating to sell several floors
minute bonuses to employ- in its headquarters office build-
ees days before the BofA ing [9].

takeover [5]. Merrill Lynch 1. Doland, David, Reuters
moved up year-end bonuses
to December, just prior to

he big banks continue to

search for cash. For ex-
ample, after investing $15
billion in its Japanese busi-

ness, Citigroup is looking to
sell some of its units [1]. Fur-
thermore, the new Citigroup
Chairman, Richard Parsons,
acknowledged bank lending
was down due to balance
sheet issues [2]. To raise cash,
Citi sold $12 billion in FDIC
insured notes [3].

Meanwhile, regulators shut- (Continued on page 2)
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Special points of interest:

o 100 million credit and debit card
transaction breach at Heartland
Payment Systems

o 6% of computers infected with
Conflictor malware

o 1st Centennial becomes third bank
closed in 2009

o Vandals hack into Wired Magazine
web site and post bogus Steve
Jobs story
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The big thieves hang the little

ones—Czech Proverb
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Christopher Cox blamed the

failure of Bear Sterns on false

rumors. Accordingly, when-
ever bogus news is published
on a news site, this becomes
newsworthy. Last week, hack-
ers posted a bogus story about
Steve Jobs on the Wired
Magazine web page [16]. We
expect to see future stock ma-
nipulation using hackers post-

ing bogus stories.
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he U.S. military is trying

to understand the full
implications of cyberwar and
how to utilize its capabilities
[1]. Typically, large Govern-
ment programs involve large
budgets, large teams, and
closed door development.
This may be an effective my-
thology for large systems, how-
ever, large teams often lose
sight of the bigger picture. A
smaller team may provide a
better return on investment.

Consider the UNIX operating
system, developed by two peo-
ple, Dennis Ritchie and Ken
Thompson [2]. Few would
question the importance of
the UNIX operating system.
Then in 1984, Ken Thomp-
son shocked the computer
world by demonstrating the
ease of creating a Trojan horse
with the C language compiler
that would allow Ken to log
into any compromised pro-
gram [3]. That is, any program
complied using the exploited
compiler would allow a nefari-
ous login.

Today’s software consumes
vast quantities of space allow-
ing optimized malicious soft-
ware (malware) ample room to
hide. Programs written in
more terse languages, such as
assembly, can result in faster
programs requiring a fraction
of the space [4]. To be sure,
the malware version of a pro-
gram could be built to execute
much faster than the legiti-
mate version. In such a case,
users might restore the bogus
backup because of the im-
proved performance. Exploits
are possible due to program
complexity, lack of quality in
new products, and the rush to
quickly get products in the
market.

Software exploits are not ex-
clusive; consider the ramifica-
tions of a hardware exploit. In
most cases, the cost to fix a
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hardware bug may simply be
too expensive. If a bad actor
discovers a bug first, he or she
may be able to introduce a
killer exploit. The bulk of
processors today are made by
Intel. Bugs discovered in hard-
ware are not uncommon.
When Intel introduced the
80386 processor, a bug was
discovered in 1987 [5]. Like-
wise, the 80486 had a bug
discovered in 1989 [6]. Fur-
thermore, the Pentium had a

bug discovered in 1994 [7].

A more serious problem
would be the deliberate intro-
duction of a Trojan horse into
a chip. Today integrated cir-
cuits are but an instance of
software developed tools. The
picture shown is a screen
scrape from a synthesis tool. If
a bad actor could replicate an
exploit similar to what Ken
Thompson demonstrated with
the C compiler to hardware
generating tools, then the
damage would be irreparable .
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A thief passes for a
gentleman when stealing has
made him rich—Dutch

Proverb
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Success is how high you
bounce when you hit

bottom—George S. Patton
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Tension between India
and Pakistan remains
high. Highlighting the anxiety,
in a show of force, India
launched a new nuclear capa-
ble supersonic cruise missile
[1]. Adding to the stress In-
dian External Affairs Minister
Pranab Mukherjee claims
Pakistan is still sponsoring
terrorism and must be pun-

ished [2].

The world recession is starting
to slow China’s economic
growth. For the fourth quar-
ter, China’s growth slowed to
6.8%, the lowest in 7 years [3].
International relations be-
tween China and the U.S.
could be headed for rough
times. Case in point, Timothy
F. Geithner's told the Senate

he Florida Fund manager

who disappeared was
charged by the SEC with
fraud [1]. The 500+ investors,
collectively owed a $50 mil-
lion payout, were informed
funds were empty [2]. Else-
where in Florida, an ex-bank
employee was charged with
defrauding foreign customers
out of $11 million [3].

Fraud exceeding $1 million
continues to make the news.
For example, a Missouri
homebuilder was charged with
defrauding subcontractors out
of $10 million [4]. In Califor-
nia, a man was arrested for
nine counts of bank fraud and
nine counts of wire fraud
where $1.7 million in client
funds were misappropriated
[5]. In Connecticut, a devel-
oper was indicted for a $6
million bank fraud scheme

[6]. In Massachusetts, a securi-
ties broker was accused of a $2
million fraud by selling clients
phony securities [7]. In Michi-
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Finance Committee, Beijing is
manipulating its currency and
the new administration will act
aggressively [4]. This is the
highest level Government offi-
cial to strongly implicate China
in currency manipulation [5].
In response to the allegation,
China denied it is manipulat-
ing its currency [6]. In addi-
tion, Chinese ministers cau-
tioned Secretary of State,
Hillary Clinton, to handle ties
with China carefully [7].
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gan, four people were charged
by the state Attorney General
in a $1 million mortgage
fraud [8]. In Pennsylvania, a
man was charged with run-
ning a $50 million Ponzi

scheme [9].
While $1 million fraud

schemes make the news, there
are a number of smaller cases
that are increasing in number.
Case in point, in Tarrant
country, Texas, where mort-
gage fraud once was a rarity,
$42 million in new cases are
flooding the legal system [10].
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