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Business Roundtable Agenda

Logistics
Speaker Introductions
Guest Introductions

Business Case and Change Leveraging PlV
B Robert Donelson, OCFW, LLC

v Enabling Physical Access using PIV
B Roy Hayes, Systems Engineering Inc

1 Enabling Logical Access using PIV
B Russell Davis, Femtosecond Inc

1 Guest Challenges
} Questions and Answers
v Wirap- Up and Next Steps
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Business Roundtable Speaker and
Guest Introductions

v Robert Donelson, OCFW, LLC

1 Roy Hayes, Systems Engineering, Inc
v Russell Davis, Femtosecond Inc

» Guest Introductions
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Change 1s a Challenge

1 Change is a Challenge

} Outside Change Factors

B This is an election year a new Administration will soon
be upon us!

B Budget 0 Congress, Administration, World Events

1 Competition for Change

1 Competition for Who is Going to Bring About
Change Exists

v Organizational Culture Exists
B Law of Physics: A Body at rests tends to stay at rest

v What are the Challenges of Change in Your
Organization?




Change Leveraging Opportunities
and PIV

v Budget Justifications Enable Change
B 2009 and 2010 Budget Justifications
B Departmental and Office Annual Budget Directives

Education and Awareness as a Change Agent
Clear Vision Is a Change Agent
New Administration is a Change Opportunity

Increased issuance of PIV provides an Asset, PIV
Credential as a Change Agent

v The Economy provides incentive for Change

B Smart Cards were Economical in 1999 with Some
Standardization. The Economics are Optimal Today!
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Business Case, Opportunities and
Leveraging PIV

PlV Credentials are being issued in FY 2008 to Every
Federal Employee and Contractor, 75% of The Investment
IS being made.

Strong Secure tamperproof PlV Credentials bound by
background Checks are growing in the Federal Sector,
Private Sector Comparable Credentials are beginning to
follow

Stanadards are in place via FIPS - 201 and accompanying
Special Publications minimizing risks of Private Sector and
Federal Sector investments

Costs and benefits are predictable

What are your agency Business Challenges?

B We are all already paying for HSPD - 12 Functionality in Stovepipe,
Duplicative non - standard less secure methodologies
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AGENDA

1+ Certification

1 HSPD-12 Defined

1 FIPS-201 Defined

1 Proposed Approach
BRole-Based Model

+ THE Card IS THE ENABLER
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GSA Certified PIV Integrator

A General Services Adminisiration
GSA Certificate of Completion GSA

For
HSPD-12 SIN 132-62 Vendor Evaluation

is hereby granted to

Systems Engineering, Inc

This Certificate certifies that Systems Engineering has passed the SIN 132-62
Bvaluation for:

Systems Integration Services and Products

PHlichaet €. Brooks Ianuary 12, 2007

Director, Center for Smartcard Solutions
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HSPD-12

A Homeland Security Presidential Directive-12 (HSPD-
12) is the policy enacted on August 27, 2004, by
President Bush for a Common ldentification Standard
for Federal Employees & Contractors

A HSPD-12 requires each Federal government agency
and department use the same standards when
Issuing identification badges for employees and non-
Federal workers
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FIPS-201

A Federal Information Processing Standard (FIPS) 201,
entitled Personal Identity Verification of Federal
Employees and Contractors, was developed to satisfy
the requirements of HSPD-12, approved by the
Secretary of Commerce, and issued on February 25,

2005
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FIPS-201 PREMISE

A The Smart ID Cards/Badges are issued, based on
sound criteria for verification of personal
identification.

A The SYSTEM is strongly resistant to identity fraud,
tampering, counterfeiting and terrorist exploration.

A Individual identities can be rapidly authenticated
electronically.

A ldentification verifications are issued only by
providers whose reliability has been established by
an official accreditation process.




I=l=1 PIV PROCESS FLOW

Enrollment of PIV applicant:

APhoto Capture
AFingerprint - BIO/Ten -Print

Sponsorship of \
PIV applicant

AEnroliment / Verification of | -9
Identity Source Documents

APersonal Data Enrollment

PIV Registrar

\_ Sponsor /J

a The card is ready for \ a Credential Issued \ e Vetting & \

use Card printed and encoded Adjudication:
Biometric verified. A National Agency Check

Data transmitted to physical A Treasury Specifically
& logical access systems. Designated Nationals

Comparison
A Other third party
databases /

\_ PIVisster \_

ehensive FIPS -201 compliant identity management system

APhysical Access

AlLogical Access

a

a
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THE CARD IS THE ENABLER

A ldentity Management drives the convergence of
Physical and Logical Security.

A Personal Identity Verification
A Biometric Identification
A Document Authentication
A Logical System Access

A Multiple Environments (Active Directory, Sun,
Unix, etc.)

A Physical System Access
A PACS Independent
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P 2 - SYSTEMS DESIGN/INTEGRATION
P 3 -SYSTEM INSTALLATION

P 4 - SYSTEM CERTIFICATION

P 5 - SYSTEMS TRAINING

P 6 - FOLLOW-ON SUPPORT




